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Que és la ciberseguretat ?

Protecci6 de sistemes digitals contra
danys o accés no autoritzat

Hi ha atacs aleatoris , pero també
ARAODPAAa EEAO

Ens afectaa tots (cmtadans i q\
empreses), perd pel OAAOI O AA ¢&RAEC

més important perqué estracta AR OT A
infraestructura critica
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Ambla progressiva digitalitzacio AAl AEAI A AA | RA
augmenta el risc als ciberatacs .

ALERT TECNOLOGIA INCIDENCIAS

Exploitation of Unitronics PLCs used in Water and Un ciberataque a la empresa del servicio de agua
Wastewater Systems de Lleida compromete datos personales

Release Date: November 28, 2023

RELATED TOPICS: CYBERSECURITY BEST PRACTICES .
' ‘ OT/ICS cyber threats escalate as

CISAis responding to active exploitation= of Unitronics programmable logic

Wastewater Systems (WWS) Sector. Cyber threat actors are targeting PLCs ass g eo po I It I ca I co nﬂ I Cts I nten s Ify 30 November 2022

identified Unitronics PLC, at a U.S. water facility. In response, the affected mu

FCC-Aqualia lo sufrid el 30 de mayo y por ahora no hay constancia de ninguna filtracién ni uso fraudulento

A water company targeted by hackers says the bank details of customers could

took the system offline and switched to manual operations—thereisnoknow  Ransomware attacks against industrial organizations surged by 87% over the )
have been accessed and potentially leaked on the dark web.

water or water supply. past year, while new malware families designed specifically for OT environments
emerged. These findings highlight a troubling trend: OT systems are increasingly
becoming mainstream targets, and even sophisticated threat actors use relatively ~ South Staffordshire PLC, the parent company of South Staffs Water and Cambridge
unsophisticated tactics to infiltrate and disrupt industrial operations. Water, said it had started informing customers involved.

NOTICIAS > DIGITALIZACION The firm serves more than 1.7 million people, but has not revealed how many of
those are affected.

American Water, la mayor empresa regulada de agua
de EE.UU., sufre un ciberataque

Kansas water plant cyberattack forces switch to manual operations




Ambla progressiva digitalitzacio

Directiva (UE) 2016/1148 (NIS1)
A Normes minimes en gesti6 de la ciberseguretat

A Permetia grans diferéncies entres els estats

membres.

del cicle de | RAECOA
augmenta el risc als ciberatacs

Directiva (UE) 2022/2555 (NIS2)
A - = ﬂ 4 3y 1 ’ ﬂ‘
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A Oferir una cobertura complerta dels sectors i

serveis de vital importancia (critics)

A Homogeneitzar la situacié a la UE.
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Hiha molts tipus ARAOAAO

Phishing
Correus electronics  fraudulents
per obtenir informacio
confidencial ( usuari

contrasenyes ).

[

Programari

Malware

malicios que danya
sistemes o roba informacio
(virus, troians , spyware).

Ransomware
Programari que bloqueja
sistemes o0 dades i demanaun
rescat economic per

recuperar - los.




Hemde diferenciar la seguretat de la informacion tecnoldgica
(IT) de la tecnologia operativa (OT)

I'T

Protecci6 deles dades ila informaci6 , abastant tot allo relacionat ambla
computacié , com sistemes , xarxes i dispositius d'emmagatzematge. EI seu objectiu
principal  és assegurar la confidencialitat , Integritat I disponibilitat de les

dades.

Principals Components

de xifratge

Implementaci6 de solucions

A Protecci6 de Dades:




